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ABSTRACT

The new concept for operation of drones, published by EASA in 2015 enables new ways to influence
and possibly reduce the necessary safety targets of certain software components without reducing
the overall safety of the unmanned aircraft system (UAS). Based on a safety assessment, the so
called specific category enables new aircraft system architectures and mission designs. In this
context, this paper proposes runtime monitoring as a mitigation strategy for the operation getting out
of control to formally assure predefined properties in flight and thus assure the safety of the
operation in progress. One particular aspect of this safe operation monitoring is geofencing, the
capability to assure containment of the UAS in a previously restricted area. In the regulatory
framework of a specific operation risk assessment, such a geofence can be interpreted as a harm
barrier. The functional requirements for this geofencing use case are discussed regarding their impact
on the underlying specific operation risk assessment. To achieve this, we develop a taxonomy of
geofencing characteristics. Consequently, the geofencing requirements are assessed regarding their
robustness and applicability for certification purposes. As a result, by monitoring the integrity of the
system at runtime, exemplified in this paper with the use case of geofencing, it is investigated if the
requirements and thus costs of development and certification process for the remaining components
can be reduced.

KEYWORDS: UAS, Safety Requirements, Specific Operation Risk Assessment (SORA), Runtime
Monitoring, Geofencing

1 INTRODUCTION

In late 2015, EASA introduced 3 categories of UAS operation that can be regulated and certified
based on the intrinsic risks involved [1][2][3]. The three categories are referred to as open, specific
and certified. The open category is reserved for low risk operation under strict restrictions of
unmanned aircraft below 25 kg used in visual line of sight (VLOS), requiring no or minimal regulation.
The certified category is used for operations that are of an equivalent level of risk comparable to
manned aviation, using the same level of rigor and requiring an aircraft type certification. The core of
the new concept, however, is the specific category that allows a stepwise adaptation of regulation
and certification requirements between the two other categories, Fig. 1. By this means, the necessary
certification effort scales with the actual risks of the operation of interest. The specific category uses

CEAS 2017 paper no. 205 Page | 1
Onboard Functional Requirements for Specific Category UAS and Safe Operation Monitoring Copyright © 2017 by author(s)


mailto:christoph.torens@dlr.de

Aerospace Europe
6th CEAS Conference

a so-called specific operation risk assessment (SORA) for analysis and categorizes the required level
of rigor for UAS development and operation [4]. This approach is not targeted solely on the UAS, but
towards the operation of a specific UAS in its entirety, including: the mission, the environment,
operation conditions, rigor during development as well as operator and pilot qualification.

The DLR (German Aerospace Center) is currently applying the SORA to a cargo application with the
project ALAADy (Automated Low Altitude Air Delivery) [5] and investigates different means to exploit
the advantages of the new specific category concept. By designing the aircraft and defining
appropriate use cases the risks involved can be determined. In particular it is important to develop a
suitable, high-quality set of functional and safety requirements to support the necessary risk
assessment. Furthermore, DLR is researching the use of a runtime monitor onboard a UAS to further
support the concept of specific operation, Fig. 2. We refer to this monitor as to safe operation
monitor. In particular, it is planned to monitor the aircraft at runtime and supervise specific properties
and requirements that are related to safety as well as the specific mission operation. In contrast to
manned aviation, where the pilot on-board manages hazardous situations, there is no person on
board. Instead, the suggested monitor takes over parts of the supervisional tasks of the pilot that, if
present at all, is located at a remote pilot station. This paper exemplifies geofencing, which is the
capability of the UAS to safely avoid certain predefined areas, as a harm barrier of the specific
category approach on one hand; and as a use case of runtime monitoring using our proposed safe
operation monitor on the other hand. The resulting set of functional and safety requirements under
investigation has to be suitable for an integration into the SORA holistic risk model in combination
with the aforementioned monitoring approach.

The remainder of the paper is structured as follows: After highlighting some of the important related
work in Section 2, the SORA process is briefly explained in Section 3. This process is used in Section 4
to explain and motivate the concept of monitoring of specific properties in flight. Section 5 categorizes
the safe operation monitoring in the context of the SORA process. In this paper, we focus on the
aspect of geofencing but the concept presented can be applied to other means of operation as well.
The necessary requirements for this geofence monitoring are derived by developing a generic
taxonomy for geofencing in Section 6. These requirements are assessed in Section 7 with respect to
the necessary SORA process and the resulting robustness levels are discussed and exemplified.
Finally, Section 8 summarizes the proposed approach and results.
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2 RELATED WORK

Developing software for safety critical systems has provided topics for research for years. In general,
to consider safety within the development, some sort of safety assessment is performed. The well-
known Functional Hazard Assessment (FHA) can be used as a structured approach, two alternatives
are a use case or scenario based analysis [6] or fault trees [7]. The results of this analysis can then
be considered as quality measure of the software product or as basis for requirement
definition [6][7][8].

Applying the same approach for UAS safety risk mitigation that is used for manned aviation is
considered to hinder many of the UAS business cases. Traditional certification for manned aircraft
imposes significant development costs. For this reason, aviation authorities as well as the UAS
community are trying to identify safety risks involved in operation (cf. [9]) and search for alternative
approaches of certification, like the already mentioned SORA [4] or specific safety cases [10] in
particular for operation over populated areas. The overall trend currently emphasizes on risk based
approaches, as does this work. In fact, EASA plans to implement risk based approaches in the near
future [1][2][3][11]. The integration of UAS in civil airspaces, its safety aspects and risks thus
received particular research interest, e.g. [12][13][14]. Smaller scale UAS often operate in very low
level flight, which has been considered for airspace integration as well [15]. An extension of the very
low level airspace towards larger scale unmanned aircraft utilizing a risk based approach is presented
in [16].

To facilitate low level airspace integration, geofencing has recently been under investigation [17],
NASA also specifically targeted the safety requirements for geo-fencing [18]. One challenging aspect
of geofencing approaches is the need of an assured source of positioning information as GPS can
suffer from reliability issues. In [19], an architecture for a geofencing system is presented including a
hazard assessment. The work suggests additional position infrastructure independent of GPS.
Furthermore, an example of a geofencing system capable of handling automatic and remotely piloted
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flight is given in [20]. In [21], special requirements for a variable geofence are assessed, considering
performance capabilities of the UAS and wind conditions.

In this context of geofencing, runtime monitoring especially utilizing formal methods can play an
important role. For example, [22] presents a runtime monitor to check a non-assured control system
by comparing its outputs against an assured implementation during operation. In [23], an approach is
presented to assess the overall system health using runtime monitoring. In accordance, in [24] a
contingency management architecture is presented that relies on such a health information.
Certification for safety critical software sets high verification requirements that impose huge efforts on
development and verification, especially using traditional verification approaches [25]. The
aforementioned approaches utilize formal methods to systematically achieve provable system
properties by using mathematical rigor. Nonetheless, there is still relatively little use of these methods
in commercial projects. A 2013 study identifies nine barriers to the introduction of formal methods
[26]. One of the reasons for the low spread of formal methods, even in safety-critical domains, is the
uncertainty about the certification credit resulting from the use of these techniques. The software
development standard for safety critical software DO-178B [27] did not include any guidelines for the
use of formal methods. However, since late 2011, the successor standard DO-178C [28] directly
supports the use of formal methods with a designated supplement DO-333 [29]. As a result, a lot of
research is looking at the effectiveness of formal methods in regard to certification for safety critical
domains, for example using Simulink and SCADE [30] as tools, as well as general guidance to use
these methods for certification credit [31][32]. It is therefore also of interest to assess the impact of
the use of formal methods in the context of the SORA process.

3 SPECIFIC OPERATION SAFETY ASSESSMENT

As briefly discussed above, the open category addresses UAS operations that, regarding the risks to
people and environment do not require an authorization by the national aviation authorities prior to
the operation. For example, very small UAS and toy drones that do not pose any risk are categorized
as open. In contrast to this, the certified category has very high safety requirements. UAS that
operate in this category need to be certified by an official aviation authority, and handling needs to be
done by a licensed pilot and an approved operator. While the open category has already been
addressed in some detail by EASA, a lot of the details of the specific category are still in the phase of
definition. The necessary efforts for certification of a specific category UAS are based on the SORA
[4], which scales to the overall risk with an increasing level of rigor for aircraft development. This
assessment is a risk-based approach considering not only the UAS but the whole intended operation.

The SORA process proposes a holistic risk model that combines ground and air collision risk. As a
result, SORA divides the specific category in six specific assurance and integrity levels (SAIL), Fig. 1.

4 Certified

Specific

Recommended

|
|
level of rigor |
|
|

Intrinsic risk of UAV operation

Figure 1: Specific assurance and integrety level, following [4]

The SORA process is meant to be used iteratively to determine the SAIL and consecutively perform a
risk assessment. A simplified schematic of the SORA process is shown in Fig. 3. The input for SORA is
a so called concept of operations (CONOPS) document, which contains information on the operator,
the planned operation, technical data of the UAS, mitigation strategies in case of a loss of control and
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information of the remote crew. With this information a scoring for ground and air risk can be done.
The SORA implements ground and air risk classes as a measurement for potential danger of the UAS
and its operation to other people and infrastructure. The determined ground risk class depends on
the characteristic dimension of the UAS, the population density of the overflown area and a
distinction between flight in visual line of sight (VLOS) and beyond visual line of sight (BVLOS). The
air risk class, on the other hand, depends on the expected air traffic density near the flight path.
Again, a distinction between VLOS and BVLOS is made. The higher of both classes determines the
overall SAIL.

Each SAIL contains a number of requirements for the UAS and its operation, the so called threat
barriers. These barriers are meant to reduce the risk of an operation getting out of control. An UAS
operation is out of control when the operation is conducted outside of the approved concept of
operations. An operation being out of control does not necessarily mean that the UAS itself is
technically out of control, e.g. a change in weather conditions can lead to an operation being outside
of the defined concept of operations. Each threat barrier has four level of robustness: optional, low,
medium and high. As the SAIL increases, the same is required for the robustness of the threat
barriers. Additionally, so called harm barriers are proposed. Harm barriers are measures to mitigate
the consequences and the likelihood of harm to other people or infrastructure, in case the UAS
operation is in fact out of control. Depending on the robustness of the harm barrier (not
implemented, low, medium or high), it is possible to reduce the ground and air risk classes. This
reduction can lead to a lower SAIL classification, which also results in a reduction of required
robustness level of the threat barriers. A schematic of the underlying risk model with harms and
threats as well as their barriers in interaction with the UAS operation out of control event is shown in
Fig. 2.

Threat barrier 1 Threat barrier 2 Harm barrier 1 Harm barrier 2

Threat barrier 3 Harm barrier 3 Harm barrier 4

Threat barrier 4 Threat barrier 5 Harm barrier 5

Figure 2: SORA risk model schematic, following [4]

Since the costs for certification by assuring threat barriers with high robustness can increase to levels
almost equivalent to those of the certified category, it is expected to be cost effective to add harm
barriers and increase their robustness to achieve an overall reduction of UAS development and
operation costs. The interaction of the implementation and operation costs of harm and threat
barriers, especially if these involve limitations in operation, has not yet been completely answered.
Handling this interplay and deriving sweet spots of safeness and operation costs will be a great
challenge for the near future. Especially, transferring this holistic view of the SORA on safety to a
holistic view on system design including the operators, pilots and operation itself might enable new
realizations of UAS that, to this day, have not yet been possible.

The harm barriers have so far been divided in four different categories for the ground risk class and
six different categories for the air risk class. One of the harm barriers that can be found in ground
and air risk class that is specifically important for this paper is “Technical containment to reduce the
number of people at risk is in place and effective”. A possibility to reduce the number of people at risk
is to restrict the UAS area of operation. Our approach uses runtime monitoring to supervise properties
of the aircraft as well as the operation. A specific use case of restricting operational behaviour is
geofencing. Geofencing and its functional as well as quality requirements will be discussed as an
exemplary use case for our monitoring approach.
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Figure 3: Simplified SORA process, following [4]

4 RUNTIME MONITORING CONCEPT

In general, monitoring is the concept of supervising specific values and properties of a system.
Runtime monitoring does this in parallel to the running system, in this case an aircraft in flight. For
specific purposes, this is already done in several layers throughout the aircraft system as well as
aircraft operations. For example, some low level tasks exist with automated forms of monitoring, but
a lot of monitoring tasks are manual. In particular, the final as well as high-level task of supervision of
the flight itself is still performed by a pilot. Flight supervision is performed manually for manned
aviation, but also for UAS, utilizing a multitude of displays in a ground control station.

We propose the use of a formal methodology for the monitoring to achieve a high degree of
assurance and the possibility to achieve certification, even for complex monitoring properties. By
relying on a trustworthy module for monitoring of specific properties that is capable of describing
complex time-dependent properties, additional, also higher level tasks, can be safely automated. In
this paper we discuss the functional requirements of geofencing and how geofencing can be
implemented using a runtime monitoring methodology.

The formal methodology for the description of monitored properties is LTL, linear temporal logic. This
mathematical formalism allows describing properties that do not only use the current state, but also
previous values of states and variables. It is even possible to reference future states in a property,
however requiring a so called late evaluation of such properties, delaying the evaluation of the
property until all values are available. Technical details of this approach are in active research, first
results can be found in [23].

In the case of geofencing the monitoring module must be able to assess various data of the UAS in
real time. The current geo-localization of the UAS needs to be assessed in context of a given
geofence. It is the responsibility of the monitoring to determine if the aircraft poses a risk in the given
situation, see Section 3.

The monitoring alone, however, cannot render the aircraft operation safe. It rather enables to take an
action that will resolve the situation. The action that is triggered by a monitor has to be able to
transition the system to a safe state without posing additional risks. For the operation over sparsely
populated areas, in the context of the geofence, a last resort of such an action would be the safe
termination of the aircraft before violating the given geofence border. Although this might seem a
harsh solution out of the economic perspective, this approach can guarantee a permanent safe state,
as long as the aircraft stays within the geofence. It is, however, possible, in addition to the safe
termination, to define additional contingency procedures that try to prevent a termination, see Fig 4.
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Figure 4: UAS Safe Operation Monitor Concept
5 ASSESSMENT OF MONITORING AS PART OF SORA

It was mentioned before that our monitoring approach, for the use case of geofencing, can be
interpreted as a harm barrier. In addition to that, an important question is, if in general the concept
of runtime monitoring may also be used as a threat barrier. As stated above, threat barriers are
active before an event occurs that may lead to UAS operation out of control. Harm barriers are active
after such an event occurred. Regarding this definition, a monitoring concept that implements
geofencing can act as both, harm and a threat barrier. In the case that the UAS leaves the geofence,
the operation is out of control. As a result, the monitoring would immediately trigger the termination
of the UAS. In this scenario, the monitoring acts as a harm barrier according to SORA, since the
intervention takes place after the event occurs.

On the other hand, it is possible to let the monitor assess the general risk of the UAS violating the
geofence with respect to the actual flight state and ensure necessary safety buffers. In that case, a
contingency procedure could be triggered even before the UAS leaves the geofence. As a result, the
monitor would act as a threat barrier. Furthermore, the proposed safe operation monitor may also be
used as an unrelated threat barrier. For example, the system can monitor the GPS signal performance
and, in case of deterioration, can initiate contingency procedures to improve GPS signal strength.
These contingency procedures would be defined in the concept of operations and could ultimately
prevent the need to terminate the UAS. In particular, a GPS signal source can be regarded as an
“external system that supports the UAS operation” and the management of its deterioration is a
threat barrier according to SORA. Aspects of contingency management using the runtime monitoring
approach are discussed in [24]. As a result, threat barriers play an important role, regarding the
economic efficiency, the general acceptance of UAS and the public view on their reliability.

In conclusion, it can be stated that the harm barrier aspect of the safe operation monitor has to be
carried out as robust as possible to achieve a lower SAIL. In addition to that, a complete runtime
monitoring concept should of course include threat barriers to further support system reliability. When
used as threat barrier the minimum robustness requirement determined by the SAIL has to be met.

6 MONITORING FUNCTIONAL REQUIREMENTS

Requirements management is a crucial part of each development process. The general approach to
develop functional requirements is to derive them from higher level aircraft requirements. In this
case, our functional requirements result from UAS high level functions and high level system
requirements. However, in addition to the standard processes of requirements management, this
work focuses on the aspect relevant to the specific operation concept. The functional requirements in
the context of this work mainly describe the behavioral properties and capabilities of the UAS. The
main purpose of these requirements is to derive the properties that are used for the safe operation
monitoring of the aircraft. Given a complete set of safety requirements, each safety incident would be
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properties during flight in real time would give the possibility to enact upon a failure at the earliest
possible moment.
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6.1 Characteristics of geofencing

Geofencing simply means that the area where an unmanned aircraft is allowed to fly in is restricted,
and that restriction is enforced by a technical implementation of the UAS. For example, for the use
case of a field that is inspected or fertilized by a drone, it would be possible to define a geofence for
exactly that field. The geofencing would allow the UAS to move freely inside the geofence, but would
assure that the UAS would not break out of the intended area where the mission takes place. This
seemingly easy problem solution is already a research topic for itself [18][19]. The problem is that on
one hand the goal is to maximize the flyable area and thus to fly as near to the border of the
geofence as possible, on the other hand the goal is to assure that the UAS does not leave the
geofence, even in case of a malfunction.

To systematically define functional requirements for geofencing, this paper defines a taxonomy of
geofencing characteristics and uses this to analyse the necessary requirements. The identified
characteristics are: level of assurance, level of ATM integration, level of independence, buffer type,
mitigation type, and decision strategy, see Fig. 5.

Buffer type is further sub categorized in buffer accuracy and buffer complexity. Buffer complexity
describes the safety buffer of a geofence. The simplest solution would be to have no safety buffer.
This approach would simply check if the UAS is inside or outside the defined area, and as soon as a
breach of the geofence is detected, a mitigation action would be executed. In that case, however, the
UAS would already be outside of the intended area restriction in the event of mitigation, therefore
producing a serious risk. A generic safety buffer would improve on this by defining a second border.
By triggering the mitigation action as soon as this safety border is breached, the geofence would still
be in effect. The safety buffer could be defined in terms of distance or time to contact at a maximum
flight speed. An gperation specific safety buffer would also define a second border, but use the
holistic approach from the SORA to define the specific buffer that is necessary for the operation. The
necessary aspects to consider for a holistic point of view would include: system dynamics, weather
conditions, pilot skills, mitigation actions, and mission characteristics, such as flight attitude,
manoeuvre complexity and speed.

Buffer accuracy describes the variability of the geofence. It could be statically defined, e.g., for each
area or for each operation, but could also be dynamically accessed to the situation in flight. A
statically defined safety border could mean that a change of weather conditions would result in an
operation to be aborted, because strong winds would increase the risk of breaching the defined
geofence. A dynamically assessed safety border could incorporate a change of weather conditions
and allow for the operation to continue (in a degraded way), with an increased safety border and
leading to a smaller allowable area of flight. Similar scenarios are possible with each of the necessary
aspects of the operation specific safety buffer. Finally, such a dynamic border could include elements
of predictive control, by using complex models for flight envelope calculation.

Level of independence is an important aspect of safety. Geofencing could be an /integrated part of the
UAS itself. For example the flight control computer could include this feature. On the other hand, a
single failure in the flight control system would result in a failure of the geofencing functionality as
well as of the flight control at the same time. This can be solved by using a separate hardware
system for the geofencing system. A complete independence of the geofencing could be achieved by
utilization of dedicated sensors.

The mitigation type is sub categorized in mitigation action and level of autonomy. The ultimate
mitigation action to contain a UAS inside a geofence, even for severe malfunctions, is the safe
termination of the UAS. In fact, for safety reasons this mitigation should always get implemented.
However, it should also be possible to define an additional fixed contingency procedure, e.g. a turn
manoeuvre, which could be triggered as a failsafe to prevent the termination. It would even be
possible to define multiple variable contingency procedures, specific to the situation at hand. But even
in this case, it should be noted that a termination would still need to get triggered if these
contingencies fail.
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The level of autonomy can be manual, in case only a warning is issued to a pilot and the pilot has to
initiate the mitigation action. A semi-autonomous level is achieved if a warning is issued to a pilot, but
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Figure 5: Taxonomy of geofencing characteristics

mitigation is triggered automatically if there is no pilot interaction. Finally, the system is fully
autonomous if it is designed to act completely without human interaction and a mitigation action
cannot be overruled by a pilot.

The /Jevel of assurance describes the verification and validation aspects of the geofencing
implementation. This aspect is considered a quality requirement. There could simply be no assurance.
Additionally, the assurance could be implemented by self-defined standards for verification and
validation by the operator or manufacturer. The next step would be to use /ndustry standards for
verification and validation. Additionally, it should be noted that industry standards, such as DO-178C,
define different design assurance levels with increasing requirements for higher assurance levels,
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according to the results of a safety assessment. Finally, the utilization of formal methods can improve
assurance, since specific properties can be verified with mathematical rigor.

Level of ATM integration details if there is a link between the geofencing system and air traffic
management. There can be no /ink between geofence and ATM, but it would be possible to trigger an
ATM notification in case of a breach of the geofence. For full transparency, to enrich the simple
notification, additional information regarding UAS position, speed, and type of malfunction could be
transmitted. Furthermore, a communication link between pilot and ATM could be initiated to provide
this additional information.

As a final characteristic, we want to discuss the decision strategy of a geofence. In the traditional
sense a geofence is a binary decision. The UAS is either safely contained inside the geofence, or there
is a breach of it, or at least a risk of breaching the geofence, that is requiring a mitigation action.
However, future missions might require more sophisticated approaches towards containment to
enable missions that span over large areas or make use of extended flight paths. DLR currently
researches these aspects in ongoing projects. As a result, the decision strategy could incorporate
conditional decisions for crossing one geofence to enter another adjacent geofence with possibly
different requirements and characteristics. For example, one geofence could require constant pilot
supervision, while an adjacent geofence could be supervised automatically. A crossover between two
geofence zones would only be possible in case of a stable communication link and authorization from
a pilot. This approach could be extended to a risk-based decision strategy, incorporating detailed
environmental information.
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6.2 Derived requirements of geofencing

The characteristics of geofencing that have been discussed in the previous section result in a set of
geofencing functional and quality requirements. As a use case of specific operation, DLR currently
researches automated low altitude air delivery with its project ALAADy. The following requirements
are motivated from this specific use case.

After developing such a set of functional safety requirements, these requirements need to be further
analysed and transformed to properties suitable for runtime monitoring. The difficulty in the above
requirements is a real-time supervision of specific properties of the UAS, in particular flight speed,
altitude, weather conditions and incorporating this data into calculations to determine dynamic safety
buffers for the geofence. The proposed concept of runtime monitoring is suitable for exactly that
purpose. However, the variable degree of complexity that will be used to implement geofencing
functionality is a trade-off between effort and benefit resulting from the SORA process, as was
discussed in Section 3.

7 MONITORING ROBUSTNESS REQUIREMENTS AND ASSESSMENT

This section addresses the analysis of robustness of the proposed safe operation monitoring in
respect to geofencing according to SORA. The current version of SORA offers a classification of
robustness in low medium and high, but it is not defined yet what is necessary to gain a certain
robustness classification. However the robustness of harm and threat barriers is used to express a
determined Specific Assurance and Integrity Level (SAIL) to categorize the UAS operation. Following
this wording it is intended that the robustness should be the interaction of a level of integrity and a
level of assurance. The integrity represents the extent and quantity of the technical implementation
of the harm or threat barrier itself. The assurance addresses the aspect of how the barrier is
developed. The assurance level is a combination of the used standards in development, e.g. a self-
defined standard or an industry standard, and the kind of certification of this standard.

The approach to determine the robustness level under the consideration of integrity and assurance is
shown in the table below. The table shows a matrix of the integrity of technical implementation
versus the standard of assurance in low, medium and high. Together they result in an overall
robustness level of the evaluated harm or threat barrier. The matrix can be used to determine the
robustness of any kind of harm or threat barrier.

Based on the geofence characteristic shown in Section 6 and Fig. 5, it is now discussed which
robustness level is reasonable to achieve. The geofence characteristics, level of ATM integration,
buffer type, level of independence, mitigation type and decision strategy correspond to the
classification as integrity level of technical implementation. The level of assurance in the diagram
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directly represents the standard of assurance in Table 2. No assurance will lead to a low overall
robustness, even for complex concepts of harm barrier implementations. Self-defined standards

Table 1: Example of geofencing requirements for specific category operation

ID | Characteristic

Requirement

1 Level of
assurance

The geofencing system shall be developed using appropriate industry
standards and utilize a formal methodology. (quality requirement)

2 | Buffer type

The geofencing system shall supervise the UAS geo-localization and analyse
the UAS position in regard to defined geofence borders to determine a
geofence violation. In particular, this requires supervision and analysis of:
e Geofence coordinates
e UAS geo-localization

3 | Buffer
complexity

The geofencing system shall incorporate an operation-specific safety buffer

to maintain the geofence as a strict border even in case of a failure. In

addition to already mentioned requirements, this includes supervision and

analysis of worst-case assumptions:
e system dynamics, in particular, flight speed and altitude
e termination scenario details
e weather conditions

4 | Buffer accuracy

The geofencing system shall calculate a dynamic safety buffer to maximize
the flyable areas inside the geofence. In addition to already mentioned
requirements, this includes supervision and analysis of real-time data :

e system dynamics, in particular, flight speed and altitude

e weather conditions

5 | Level of
independence

The geofencing system shall be implemented by an independent hardware
system to prevent single failures to cause a breach of the geofence.

6 | Mitigation type

The geofencing system shall trigger a mitigation action in case of a violation
of the borders of the geofence.

7 | Mitigation type,
Mitigation action

The mitigation shall ultimately result in a safe termination of the UAS to
ensure containment of the geofence.

8 | Mitigation type,
Mitigation action

The geofencing system may have additional contingency procedures for
mitigation that try to prevent an impending safe termination.

9 | Mitigation type,

The geofencing system shall have a semi-autonomous mode of operation,

Level of assuring containment of the geofence even without further pilot interaction.
autonomy

10 | Level of ATM The geofencing system shall trigger a notification to ATM in case of a
integration violation of the geofence.

11 | Decision The geofencing system shall support conditional decisions to enable the
strategy crossing of borders between two adjacent geofencing areas of different

types and properties.

Table 2: Matrix for harm and threat barrier robustness determination

Robustness aspects

Low standard of
assurance

Medium standard of
assurance

High standard of
assurance

Low integrity of
technical
implementation

Low robustness

Low robustness

Low robustness

Medium integrity of
technical
implementation

Low robustness

Medium robustness

Medium robustness

High integrity of
technical
implementation

Low robustness

Medium robustness

High robustness

CEAS 2017 paper no. 205

Christoph Torens, Florian Nikodem, Johann C. Dauer, Joerg S. Dittrich

Institute of Flight Systems, DLR - German Aerospace Center

Page | 10
Copyright © 2017 by author(s)




Aerospace Europe
6th CEAS Conference

-,

e

il
F,

without a third party certification may correspond to a medium standard of assurance. The use of
industry standards in addition to a third party certification of the organization or the convincing use of
formal methods may comply with a high standard of assurance. However, for the development of a
geofencing and safety operation monitoring concept there might be more than one adequate industry
standard available. Different standards may address different levels of rigor. The requirements for an
industry standard and the kind of certification still need to be discussed, but are beyond the scope of
this paper.

For our specific use case, the ALAADy Project, the goal is to achieve a high robustness of geofencing
to achieve a maximum reduction of harm risk and thus a lower classification in respect to the SAIL
level. From the assurance level point of view, the use of formal methods enables strong evidence for
verification and validation. An independent assessment by an authority is not in the scope of our
current project, but is reasonable with growing acceptance of formal methods also for certification
credit [28]. With the remaining aspect of robustness, the integrity of the technical implementation,
we aimed for at least medium or high complexity for each of the geofence characteristics. Hence, the
monitoring and geofence concept would be developed with the use of industrial known standards to
achieve product level maturity. Additionally, an air traffic management notification is included if
possible.

To optimally use the concept of the specific category, the geofence safety buffer complexity should
also be specific to the operation. It would result in a serious risk to allow the UAS to leave the
geofence without any safety buffer before taking mitigation action. A simple generic safety buffer
might define a time interval to react and trigger mitigation. But without considering specific aspects,
there might still remain the risk of the UAS violating the geofence during the mitigation action itself.
As a result, this approach might result in extremely large safety buffers or may ultimately not be safe.
However, the specific operation would allow tailoring the geofence to the exact operation, by using
information defined in the concept of operations. This information could include system dynamics,
mitigation actions, constraints for weather conditions and mission characteristics, such as flight
attitude, manoeuvre complexity and speed. This approach allows for the exact tailoring of the
geofence for the specific risk and thereby reducing safety buffers. Similarly, a dynamic safety buffer
may not be needed to achieve a high robustness, but can be used to further reduce the safety buffer,
according to real-time flight attitude, speed as well as weather conditions, without increasing the risk.
As a result, an operation specific, and possibly dynamic safety buffer might enable operations that are
not possible with a generic safety buffer, either due to remaining risk or impracticality huge safety
buffers. The implementation of the geofencing and monitoring hardware should be as independent as
possible; however, independent sensors may pose a challenge. To achieve safety and high
automation, the level of autonomy should be high. However, also economic aspects play in important
role in this. A conditional decision strategy is currently in research, as this approach could be
necessary for some specific operations, such as air delivery. The mitigation action will be designed as
a safe termination; a special designed emergency parachute will be used to reduce the possible
impact force significantly. Additional contingency procedures are planned, but would not be necessary
from a safety perspective. Further research will need to elaborate if the efforts to achieve the
maximum level of robustness for each geofence characteristic are necessary, possible or commercially
attractive. The overall goal is to lower the overall development costs by realizing a high robustness in
harm barriers and thus ultimately a lower SAIL classification. Finally, the differentiation between the
different robustness levels will need further research and standardization, to determine what the
requirements are for each category for a low, medium or high robustness.

8 CONCLUSION

This paper details on the functional and quality requirements for UAS safe operation monitoring,
specifically for the concept of specific operations that was introduced by EASA in late 2015. The
proposed approach of safe operation monitoring is exemplified for the use case of geofencing;
however other use cases could be implemented in analogy to the shown approach. In particular, a
taxonomy of geofencing characteristics has been introduced and resulting requirements have been
analysed in interdependence with the specific operation risk assessment and the concept of a safe
operation monitor.

CEAS 2017 paper no. 205 Page | 11
Onboard Functional Requirements for Specific Category UAS and Safe Operation Monitoring Copyright © 2017 by author(s)



Aerospace Europe
6th CEAS Conference

Furthermore, it discusses that the safe operation monitoring is suitable for implementing harm
barriers in regard to the SORA process, by triggering failsafe mechanisms and ensuring a safe state.
In the case of geofencing, this is done by a safe termination. Additionally, safe operation monitoring
is also suitable to act as a threat barrier by triggering contingency procedures, e.g. by initiating a turn
manoeuvre before violating the geofence. Finally, the robustness of geofencing implementations is
discussed and assessed using the introduced taxonomy of geofencing characteristics in regard to the
SORA process.

By always ensuring a safe termination and additionally utilizing contingency procedures to prevent
this termination, the safety hazard of an operation being out of control can be effectively managed by
the proposed safe operation monitoring approach. As a result, the overall SAIL level that is
determined by the SORA process can be reduced to lower the overall development and certification
efforts and costs. However, this imposes that the safe operation monitoring itself is developed
assuring a high level of robustness. It is therefore recommended to use formal methods for the
implementation or verification of the safe operation monitoring, to assure specific properties with
mathematical rigor.

-,

e

il
F,
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